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QUY CHUAN KY THUAT QUOC GIA VE MAT MA TRONG LINH VU'C MAT MA DAN S
CHO HE THONG QUAN LY BINH DANH VA XAC THYC

1. QUY DINH CHUNG

1.1. Pham vi diéu chinh

Quy chuén nay quy dinh cac yéu cau vé ma dir liéu, chiv ky s, xac thuc théng diép, quan ly
khéa va cac giao thirc dwoc sir dung trong hé théng quan ly dinh danh va xac thyc dién tir dé
bao vé thong tin khéng thudéc pham vi bi mat nha nwéc.

1.2. D6i twong ap dung
Quy chuén nay ap dung dbi véi:
a) Co quan quan ly nha nwéc vé dinh danh va xac thuc dién t;

b) Té chirc, doanh nghiép, ca nhan xay dwng, phat trién, cung cap, tich hop hodc van hanh
hé thdng dinh danh va xac thuc dién tl cé st dung kj thuat mat ma;

c) Té chirc danh gia, kiém dinh, chirng nhan sadn pham, mé-dun hodc gidi phap mat ma dwoc
st dung trong hé thdng dinh danh va xac thuc dién ti;

d) Céc co quan, td chlrc, ca nhan khac ¢ lién quan dén viéc rng dung, trién khai, quan ly
hoac khai thac cac thanh phan ky thuat mat ma phuc vu dinh danh va xac thwc dién to.

1.3. Tai liéu vién dan

Céc tai liéu vién dan duéi day la can thiét cho viéc ap dung Quy chun nay. Béi véi cac tai liéu
vién dan ghi nam céng bé thi ap dung phién ban duwoc néu. Bdi véi cac tai liéu vién dan khong
ghi nam coéng b thi 4p dung phién ban ma&i nhat, bao gdm ca cac stra dbi, bd sung (néu co).

- FIPS 197, Advanced Encryption Standard (AES).

- FIPS 180-4, Secure Hash Standard (SHS).

- FIPS 202, SHA-3 Standard: Permutation-Based Hash and Extendable-Output Functions.
- FIPS 186-5, Digital Signature Standard (DSS).

- FIPS 204, Module-Lattice-Based Digital Signature Standard (ML-DSA).

- FIPS 205, Stateless Hash-Based Digital Signature Standard (SLH-DSA).

- NIST SP 800-90A Rev.1l, Recommendation for Random Number Generation Using
Deterministic Random Bit Generators.

- NIST SP 800-90B, Recommendation for the Entropy Sources Used for Random Bit
Generation.

- NIST SP 800-232, Ascon-Based Lightweight Cryptography Standards for Constrained
Devices.

- RFC 5869, HMAC-based Extract-and-Expand Key Derivation Function (HKDF).
- RFC 7748, Elliptic Curves for Security.
- RFC 8032, Edwards-Curve Digital Signature Algorithm (EdDSA).
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- RFC 8439, ChaCha20 and Poly1305 for IETF Protocols.

- RFC 8446, The Transport Layer Security (TLS) Protocol Version 1.3.

- TCVN 11367, Coéng nghé théng tin - K§ thuat an toan - Thuat toan ma hda khdi AES.
- TCVN 14263:2024, Céng nghé théng tin - Thuat toan ma hoa khbi MKV.

1.4. Giai thich tw ngir

Trong Quy chuén nay, cac tlr ngir dwdi day dwoc hiéu nhw sau:

1.4.1 Hé théng dinh danh va xac thwc dién to

Hé théng dung dé xac 1ap va xac thwe danh tinh cla nguodi si dung hodc thiét bi théng qua
phwong tién dién tr.

[Didu 3, Nghij dinh 69/2024/ND-CP]
1.4.2.
Mat ma

La nhirng quy téc, quy wdc riéng dung dé thay déi hinh thirc biéu hién théng tin nham bao
dam bi mat, xac thyc, toan ven cia ndi dung théng tin.

[1.4.2, QCVN 07:2026/BQP]

1.4.3 Ky thuat mat ma

La phwong phap, phwong tién cé ng dung mat ma dé bao vé thong tin.

[1.4.5, QCVN 07:2026/BQP]

1.4.4 Khéa

La day ky tw diéu khién hoat ddong clia bién dbi mat ma.

[3.16, TCVN 11717-1:2017]

1.4.5 Ham bam

Ham ma anh xa mot xau bit t&i mot xau bit c6 dd dai xac dinh théda man 2 tinh chat sau:

- Khéng thé tim dwoc mét gia tri dau vao va ing véi mét gia tri dau ra cho trudec;

- Khéng thé tim dwoc mot dau vao thr 2 khac véi dau vao cho trwoc ma cd cung dau ra.

[3.4 TCVN 11816-1:2017]

1.4.6 Thuat toan xac thwc thong diép

La thuat toan pién dbi cac chubi dir liéu d’&)‘lu vao va khéa bi mat thanh cac chudi dir liéu dau
ra c6 dé dai co dinh thda man cac tinh chat sau day:

- Dé dang tinh toan v&i bat ky khoa va chudi div liéu dau vao nao;

- V&i khoa ch dinh bat ky va khéng~biét trwéc khoa, bang tinh toan khong thé tinh duoc gia tri
chudi di¥ liéu dau ra vai bat ky chudi dir liéu dau vao maéi nao.
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1.4.7 Chir ky s6
Mot chubi sb, Ifét gué cta phép bién dbi mat ma trén thong diép dit ligu nham cung cap mot
phwong tién dé kiém,tra tll’nh xac thyc ciia nguon goc théng diép dir liéu, tinh toan ven clta dir
liéu va tinh khéng thé chdi bd cda nguoi da ky.
1.4.8 Toan ven dir liéu
Tinh chét cha di liéu da khéng bi thay doi hay bi lam hw hai theo mét cach trai phép.
1.4.9 Ma xac thwc thong diép
Chubi cac bit 1a dau ra clia mot thuat toan MAC.
[3.9 TCVN 11495-1:2016]
1.4.10 Thuat toan ma xac thwc théng diép

Thuat toan dé tinh ra mot ham anh xa cac chudi bit va mot khéa bi mat thanh cac chudi bit co
chiéu dai cb dinh, thda man hai tinh chat sau:

- Béi v&i khba bat ky va chudi diu vao bét ky, ham cé thé tinh dwoc mét cach hiéu qua;

- Déi v&i khoa co dinh bat ky, khi khdng cho biét théng tin vé khoa trwdc vé mat tinh toan la
khéng thé tinh ra gia tri cia ham trén bét ky chudi dau vao maéi nao, tham chi khi da biét théng
tin vé tap chudi diu vao va céc gia tri ham twong (ng, trong dé gia tri cha chudi dau vao th i
c6 thé dwoc chon sau khi quan sat i-1 gia tri ham dau tién (d6i voi s6 nguyén i>1).

[3.10 TCVN 11495-1:2016]
1.4.11 Quan ly khoéa

Tap hop cac hoat dong quan tri va str dung di¥ liéu khoa trong toan bd vong ddi khoéa, bao
gdm sinh, dang ky, chirng nhan, phan phdi, cai dat, lwu tri, lwu trir dai han, dan xuét, thu héi
va huy bo, phu hop v&i chinh sach an toan.

1.4.12 Thiét lap khoa

Qua trinh ddm bao suw kha dung mét khoa bi mat dung chung cho mét hodc nhiéu thuc thé.
Thiét Iap khoa bao gébm thoa thuan khoa va van chuyén khoa

1.4.13 Thoa thuan khoa

Tién trinh kién tao mét khoa bi mat dung chung gitra hai thuc thé theo cach ma khéng cé bén
nao c6 thé dinh trwdc gia tri cho khoa

1.4.14. Xac thwc dién twr

La hoat ddng xac thuwe, xac nhan, khang dinh, chirng nhan, cung cdp danh tinh dién to, tai
khoan dinh danh dién t& hodc théng tin khac thuéc Co s& dir liéu qudc gia vé dan cuw, Co s&
dir liéu c&n cudc, Co sé dir liéu qudc gia vé xuat nhap canh qua Hé théng dinh danh va xac
thwe dién tlr, nén tang dinh danh va xac thuc dién te.

[Khoan 6, Diéu 3, Nghj dinh 69/2024/ND-CP]

1.4.15. Sinh s6 ngau nhién

Qua trinh tao ra gia tri s ngau nhién hodc gan ngau nhién dung trong thuat toan mat ma, sinh
khoa, nonce.
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1.4.16 Ma héa cé xac thuc

Phép bién ddi dir liéu bang thuat toan ma héa dé toa ra ban ma khong thé bi truy xuét béi thuc
thé trai phép ma khong bi phat hién, tirc 1a nd cung cip bao vé tinh bi mat di liéu, tinh toan
ven di liéu va xac thwe ngudn gbc div liéu (c6é tinh dao nguoc).

[3.10 TCVN 12197:2018]

1.4.17 Bao mat kénh truyén

Tap hop céac bién phap nham bdo dadm théng tin truyén qua kénh khdng bi nghe Ién, gid mao

hoac stra ddi.

1.5 Ky hiéu
nlen D6 dai modulo theo bit;
Ip| D6 dai tinh theo bit clia p v&i p 1a mé-dun cda trwéng hivu han nguyén t6 F,
L Do dai ctia tham sd mién p theo bit
N Do dai ctia tham s6 mién g theo bit

1.6. Tr viét tat

Chir viét tat Tén day du Tén tiéng viét
AES Advanced Encryption Standard Tiéu chudn ma héa tién tién
CCM Counter with CBC-MAC Ché d6 dém két hop ma xac thuc
CBC
DRBG Deterministic Random Bit Generator | B& sinh bit ngdu nhién xac dinh
ECDH Elliptic Curve Diffie-Hellman Trao dbi khoéa Diffie—Hellman
trén dwdng cong elliptic
ECDSA Elliptic Curve Digital Signature Thuat toan chir ky sé duwong
Algorithm cong elliptic
FIPS Federal Information Processing Tiéu chudn xt ly théng tin lién
Standards bang Hoa Ky
GCM Galois/Counter Mode Ché d6 dém két hop Galois
HKDF HMAC-based Key Derivation Function | Ham dan xuét khéa dwa trén
HMAC
KDF Key Derivation Function Ham dan xuét khoa
KWP Key Wrapping with Padding Thuat toan déng goi khda cé

dém
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KW Key Wrapping Thuat toan déng goi khda
MAC Message Authentication Code Ma xac thwe théng diép
PBKDF Password-Based Key Derivation Ham dan xuét khoa tir mat khau
Function
RSA Rivest-Shamir-Adleman Thuat toan mat ma khoa codng
khai RSA
SHA Secure Hash Algorithm Thuat toan bam an toan
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2. QUY PINH KY THUAT!

2.1 Cac yéu cau chung

1. Hé théng dinh danh va xac thuc dién t&r chi dwoc phép stir dung cac thuat toan mat ma, co
ché mat ma va tham s& mat ma twong &ng quy dinh tai Quy chuan nay dé bao vé thdng tin.
2. Viéc lwa chon thuat toan mat ma, co ché mat ma va tham sé twong (ng phai phu hop véi
chirc ndng an toan can bao dam va muc dich s dung.

3. Thuat toan mat ma, co ché mat ma va cac tham sb twong (rng phai bdo ddm mirc an toan
tbi thidu twong dwong 128 bit.

4. Khéa mat ma phai dwoc quan ly trong subt vong ddi, bao gdm sinh khoa, phan phéi, lvu
tri¥, s dung, thay thé, thu hdi va hly bd theo yéu cau dwoc quy dinh tai Quy chuan nay bao
dam ngén chén viéc truy cap, st dung hodc thay déi trai phép.

2.2 Cac yéu cau vé ma héa dir liéu
2.2.1 Cac thuat toan ma hoéa dodi xirng
S dung cac thuat toan ma hoéa dwéi day.

Bdng 1: Danh muc thudt toan ma héa déi xing dwot phép sirdung

STT | Tén thuat toan Kich thwéc Thei gian str dung Tai liéu tham
khoa theo bit chiéu
1 AES 128 bit 2030 [FIPS 197],
192 bit 2030 [TCVN 11367]
256 bit 2035
2 MKV-128 128 bit 2030
. [TCVN
192 bit 2030 14263:2024]
256 bit 2035
MKV-256 256 bit 2035
. [TCVN
384bit 2040 1426320241
512 bit 2045
3 | ASCON-AEAD 128 bit 2030 [SP 800-232]
4 ChaCha20- 256 bit 2035
Poly1305 [RFC 8439]

! Ap dung tham chiéu dén tiéu chuan mai nhat truong hop cac tham chiéu dén trong muc nay da duoc sira doi, bd sung,
thay thé

10
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2.2.2 Cac ché doé hoat dong
1. Cho phép st dung cac ché doé hoat déng sau:
a) CBC;
b) CTR;
c) GCM;
d) CCM;
e) XTS;
f) KW;
g) KWP.
2. Viéc st dung cac ché dd hoat déng phai dap (rng cac yéu cau sau:
a) Doi voi ch(‘% dé CBC, qhi duwoc ph?fp st dung dé giai ma di liéu cii, khdng dung d& ma hoa
di liéu mé&i ke tir thdi diém quy chuan nay co hiéu lyc.
b) Ché do XTS chi dwoc st dung dé bao vé div liéu lwu triv.
c) Ché d6 GCM va CCM duoc sir dung nhw co ché ma hda cé xac thue.
d) Ché d6 KW va KWP duoc str dung dé bao vé hodc van chuyén khoa.
2.2.3 Thuat toan ma héa phi déi xirng
S dung céac thuat toan mat ma phi déi xirng sau:

Bdng 2: Danh muc thudt toan ma héa phi déi xieng dwot phép sirdung

STT Tén thuat Tham sé Str dung Tham chiéu
toan den nam
1 | RSA-OAEP nlen > 3072 bit o030 | [ISO/EC 18033-2],
[SP 800-56B Rev. 2]
2 | ECIES 256 bit < |p| < 384 bit 2030 | UISO/EC 18033-2]
384 bit < |p| < 512 bit 2035
Ip| = 512 bit 2035
3 | ML-KEM ML-KEM-512 2030 FIPS 203;
MLKEM-768 oas | NIST SP800-227
ML-KEM-1024 2040

2.3 Cac yéu cau vé chir ky s6
2.3.1 Cac yéu cau vé ham bam

St dung cac ham bam dwéi day.

11
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Bang 3: Danh muc cac ham bam dwoc phép strdung

STT Thuéat toan Str dung dén nam Tai liéu vién dan
1 SHA-256 2030 [FIPS 180-4]
SHA-512/256 [FIPS 202]
SHA-384 2030
SHA-512 2035
2 SHA3-256 2030 [FIPS 202]
SHA3-384 2030 [NIST IR 8547]
SHA3-512 2035
3 SHAKE128 2035
SHAKE256 2040
4 Ascon-Hash256 2030 NIST SP 800-232

2.3.2 Thuat toan ma xac thwc thong diép

St dung cac thuat toan ma xac thwc thong diép dwdi day.

Bang 4: Danh muc cac thudt toan xac thwe théng diép dwoct phép swdung

STT Thuat toan Str dung dén nam Tai liéu vién dan
1 HMAC-SHA-256 2030 [FIPS 198-1]
2 HMAC-SHA-384 2030
3 HMAC-SHA-512 2035
4 HMAC-SHA3-256 2030 [SP 800-107 Rev.1]
5 HMAC-SHA3-384 2030
6 HMAC-SHA3-512 2035
7 AES-128-CMAC 2030 [NIST SP 800-38B];
8 AES-256-CMAC 2030 [RFC 4493]
9 KMAC128 2035
[NIST SP 800-185]
10 KMAC256 2040

12
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12

Poly1305

2035

[RFC 8439]

2.3.3 Thuat toan chir ky s6

S dung cac thuat toan chir ky sé dwdi day.

Bdng 5: Danh muc thudt toan chi# ky sé dwoct phép s dung?

STT Thuéat toan Tham sé SIEI’ dung Tai liéu vién dan
den nam
1 RSASSA- | 3072 bit< nlen < 7680bit | 2030 [FIPS 186-5],
oSS nlen > 7068 bit 2035 [RFC 8017]
2 ECDSA 256 bit < |p| < 384 bit 2030 [FIPS 186-5]
384 bit < |p| < 512 bit 2030 | [NIST SP800-186]
Ip| = 512 bit 2035
3 EdDSA Ed25519 2030 [RFC 8032],
Ed448 2035 [FIPS 186-5]
4 ML-DSA ML-DSA-44: 2030 [FIPS 204]
ML-DSA-65; 2035
ML-DSA-87 2040
5 SLH-DSA | SLH-DSA-SHA2-128[s/fl: 2035 [NEE'TF’ISRZSSL]
SLH-DSA-SHAKE-128]s/f]
SLH-DSA-SHA2-192[s/]; 2035
SLH-DSA-SHAKE-192[s/f]
SLH-DSA-SHA2-256(s/]; 2040
SLH-DSA-SHAKE-256(s/f]

2 Khuyén khich nghién ctru, 4p dung mé hinh mat ma lai két hop thuat toan mat ma khoa cong khai truyén théng (nhu RSA,
ECDSA, ECDH) v&i thuit toan mét ma hau luong tir (nhu ML-KEM, ML-DSA) nhim ting cuong kha ning bao dam an toan
théng tin trudc nguy co tin cong bang méy tinh luong tir khi chua hoan toan thay thé dwoc cac thuat toan truyén théng. Viéc
két hop phai bao dam phu hop vdi chirc ning ciia timg thuat toan, sir dung co ché két hop khéa hodc chir ky sé dugc tiéu
chuén hoa, khéng 1am suy giam mirc d6 an toan mat ma va tuan thii cac quy dinh phép luat c6 lién quan.

13
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2.4 Cac yéu cau vé quan ly khéa
2.4.1 Yéu cau chung

a. Khéa phai dwoc quan ly trong toan bd vong ddi, bao gébm sinh khéa, phan phéi, lwu trir,
str dung, thay thé, thu hdi va hiy bé.

b. Mdi khoa chi duwoc sir dung cho mét muc dich/ médt nglr cadnh duwoc xac dinh, khéng dwoc
dung chung cho nhiéu chirc nang.

c. Khoa phai dwoc bao vé chdng truy cap, st dung, stra dbi hodc tiét 16 trai phép trong subt
vong doi cua khoa.

2.4.2 Sinh khoéa

a. Khoa phai duoc sinh bang cac bd sinh sd ngau nhién dwoc quy dinh tai muc 2.4.6 Quy
chuén nay hodc phan ctng tin cay cau thiét bi cung cap cé dd an toan twong ng.

b. Trwdng hop khda dwoc sinh tlr mat khdu hodc thdng tin bi mat dwoc chia sé phai st dung
ham dan xuét khda dwoc quy dinh tai muc 2.4.7 Quy chuan nay.

c. Thuat toan va dd dai khéa phai phu hop chinh sadch mat ma do hé théng dinh danh va xac
thwc dién t quy dinh.

d. Khéng duoc sir dung khéa mac dinh, khda cb dinh hodc khda duoc xac dinh truéc.
2.4.3 Phan phéi va trao déi khéa

Viéc phan phéi khéa, trao déi khéa phai str dung cac co ché thda thuan khéa dwoc quy dinh
tai muc 2.4.8 quy chuan nay hodc théng qua kénh truyén cé6 ma héa va xac thuc dwoc quy
dinh tai muc 2.5 Quy chuan nay.

2.4.4 Lwu trir khéa

a. Khéa phai dwoc lwu triv trong vang bdo mat do hé diéu hanh hodc mé dun mat ma (phan
clrng cla (rng dung cung cap)

b. Trwdng hop lwu trik bén ngoai mé dun mat méa cac tham sé nay phai dwoc bdo vé bang co
ché mat ma dwoc phép sir dung theo Quy chuan nay.

2.4.5 Thay thé, Thu héi, Hay khéa

a. Khoa phai dwoc thay thé trudc khi hét thoi han st dung hodc khi khéng con dap ng yéu
cau an toan quy dinh tai Quy chuén nay.

b. Khoéa phai dwoc thu héi khi cd dau hiéu bi 16, bj stra dbi trai phép, bi mat quyén kiém soat
hoac khéng con dwoc phép st dung.

c. Khéa da bi thu héi khéng dwoc sir dung dé thuc hién cac tac vu moi.

d. Viéc hly khéa phai bdo dam khoa khéng thé duwoc khoi phuc hodc tai tao bang cac bién
phap ky thuat théng thwong.

e. Khi haly khoa, cac ban ghi khéa bao gébm cé ban sao dy phong phai duwoc xéa hoac vo
hiéu hda twong rng.

2.4.6 B6 sinh s6 ngau nhién

S dung cac bd sinh sb ngau nhién dwai day.
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Bang 6: Danh muc céac bé sinh sé ngéu nhién dwoc phép sirdung

STT Thuat toan Nguyén thuy Str dung dén Tai liéu vién dan
mat ma nam

1 CTR-DRBG AES-128, AES- | Nam s dung [SP 800-90A]

192, AES-256 du’f_yc tnjh bang [SP 800-90B]
nam st dung

2 Hash-DRBG SHA-256, SHA- | caa cac nguyén
384, SHA-512, thdy mat ma

3 HMAC-DRBG '

SHA-512/224,
SHA-512/2586,
SHAS-256,
SHAS3-384,
SHAS3-512,
SHAKE128,
SHAKE256

twong ng

2.4.7 Ham dan xuat khoa

S dung cac ham dan xuat khéa dudi day.

Bdng 7: Danh muc ham dé&n xudt khéa dwot phép s dung

STT Thuat toan Nguyenthdy | Namantoan | y.; i, vian gan
mat ma s dung
. OF SHA-256, Nam st dung [RFC 5869],
SHA-384, dwoc tinh bang
SHA-512, nam st dung [NIST SP 800-56C]
SHA-512/224, | cua cac nguyén
SHA-512/256, thuy mat ma
SHA3-256, twong wng
2 PBKDF SHA3-384, [NIST SP 800-132]
SHA3-512,
SHAKE128,
SHAKE256

2.4.8 Co’ ché théa thuan khoa

S dung céac thuat toan ma héa duwéi day.

Bdng 8: Danh muc co’ ché théa thudn khéa dwot phép st dung

STT Co ché Tham sé Nim antoan | Tailiéu vién
str dung dan
1 ECDH/ECDHE 256 bit < |p| <384 2030 [NIST SP 800-
bit S56A]
384 bit < |p|< 512 bit 2035
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|p| = 512 bit 2040
2 DH/DHE L> 3072 2035 [NIST SP 800-
) 56A]
N > 256 bit

2.5 Yéu cau vé giao thirc

2.5.1 Yéu cau chung

a. Hé théng dinh danh va xac thwc dién t& phai st dung céc giao thirc dwoc quy dinh tai Quy

chuén nay dé bao vé di¥ liéu trong qua trinh truyén théng.

b. Giao thirc bdo mat phai sir dung cac thuat toan mat ma, co ché thiét 1ap khoa va tham sb

an toan dugc quy dinh tai Quy chuén nay.

c. Khéng dwoc st dung cac phién ban giao thirc hodc bd mat ma khéng dap &ng yéu cau an
toan quy dinh tai Quy chuan nay.

2.5.2 Yéu cau doéi vé&i giao thire TLS

1. Hé thdng dinh danh va xac thuc dién tlr dwoc phép sir dung cac phién ban giao thirc TLS

sau:
Bang 9: Danh muc céc giao thire dwot phép sdedung
STT Giao thirc Str dung dén nam Tai liéu vién dan
1 TLS 1.2 2030 RFC 5246
2 TLS 1.3 2035 RFC 8446

2. Dbi v&i cac trién khai méi, phai wu tién st dung TLS 1.3.

3. Giao thire TLS 1.2 chi dwoc st dung véi cac b6 mat ma sau:
TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256;
TLS_ECDHE_RSA WITH_AES 256 _GCM_SHA384;
TLS_ECDHE_ECDSA_WITH_AES_ 128 GCM_SHA256;
TLS_ECDHE_ECDSA_WITH_AES 256 _GCM_SHA384;

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256;

TLS_ECDHE_ECDSA_ WITH_CHACHA20_POLY1305_SHA256;
TLS_DHE_RSA WITH_AES_128 GCM_SHA256;
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384;
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256;
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384;
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA256;
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384;
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TLS_DHE_RSA_WITH_AES_128 CBC_SHA256;
TLS_DHE_RSA_WITH_AES_256_CBC_SHA384;
4. Bbi v6i giao thire TLS 1.3:
+ Khong dwoc phép st dung ché dd MAC-then-Encrypt (Non-AHEAD Ciphers).
+ Khéng dwoc phép trao ddi khéa str dung thuat toan RSA.
+ Khong dwoc phép st dung lwoc db ky sé/ xac thwec RSASSA-PKCS1-vl 5.
2.5.3 Yéu cau doéi véi giao thirc HTTPS

a. Giao thirc HTTPS phai tuan thi RFC 2818 va st dung giao thirc TLS dwoc quy dinh tai muc
2.5.2 quy chuan nay.

b. Chirng thw sé sir dung trong HTTPS phai tuan thd RFC 5280 va dwoc cap bdi té chirc
chirng thue tin cay va phai con hiéu lwc.

2.5.4 Yéu cau doéi véi giao thire

a. Céac giao dién lap trinh (rng dung trong hé théng dinh danh va xac thuc dién t phai duoc
dinh nghia va dwoc cung cap qua giao thirc HTTPS.

b. Co ché xac thwc va Gy quyén truy cap API.

c. Bdi véi cac giao dich API truyén, nhan di liéu dinh danh sinh trdc hoc, di¥ liéu xac thuc
hodc théng tin nhay cdm, hé théng phai ap dung cac bién phap bao mat phu hop nham béo
dam tinh bi mat, tinh toan ven, xac thuwc ngudn gbc dir liéu va phong, chéng gid mao, phat lai
ban tin. Trwéng hop giao dich yéu cau kha nang chéng chdi bd, phai str dung co’ ché chir ky
sb va quan ly bang chirng dap &ng cac yéu cau ky thuat, phap Iy co lién quan.

2.5.5 Yéu cau déi véi giao thirc VPN

Tuan thl cac yéu cau tai Thong tw 23/2022/TT-BQP ngay 04/4/2022 ban hanh quy chuan ky
thuat qudc gia’vé dac tinh ky thuét mat ma st dung trong cac san pham mat ma dan sy thu@g
nhdm san pham bao mat luong IP st dung cong nghé IPSec va TLS va Théng tw s
07/2026/TT-BQP ngay 20/01/2026 ban hanh, stra dOi quy chuan ky thuat qudc gia va danh
muc tiéu chuan ky thuat mat ma ap dung bat budc trong linh viwec mat ma dan sw.

3. QUY PINH VE QUAN LY

3.1 Cac mirc gi¢i han cla dac tinh ky thuat mat ma quy dinh tai quy chudn nay la cac chi tiéu
an toan phuc vu quan ly theo quy dinh vé quan ly chat lwgng sdn phdm mat ma dan sy dwoc
quy dinh tai Luat An ninh mang ngay 10 thang 12 nam 2025.

3.2 Cong bd hop quy va phwong thirc danh gia sw phu hop véi tiéu chuan, quy chuan ky thuat
theo Thong tuw s6 14/2026/TT-BKHCN ngay 09/4/2026 voi tiéu chudn, quy chudn ky thuat,
trong quy chuén nay dwoc thwe hién theo phwong thire 5 hodc phuwong thire 7; Quén ly cong
bd hop quy dwa trén két qua chirng nhan cda t6 chirc chirng nhan dwo'c chi dinh theo quy dinh
cla phap luat.

3.3 D4u hop quy dwoc str dung true tiép trén san phdm hodc trén bao géi hodc trén nhan gan
trén sa&n pham hodc trong chirng chi chat lwong, tai liéu kj thuat ctia san pham.
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3.4 Ban Co yéu Chinh phti xem xét thira nhan két qua danh gia sw pha hop do td chirc danh
gia sw phu hop nwéc ngoai thwe hién déi véi cac sdn pham mat ma dan sy thudc trach nhiém
quan ly theo quy dinh.

4. TRACH NHIEM CUA TO CHUPC, CA NHAN

4.1 Cuc Quan ly mat ma dan sy va Kiém dinh san phdm mat ma - Ban Co yéu Chinh phu la
co quan tiép nhan cong bé hop quy, kiém tra nha nwéc vé chat lwgng san phdm mat ma dan
Su.

4.2 Céc td chirc, ca nhan cé hoat ddng san xuét, kinh doanh sdn phdm mat ma dan sw thudc
pham vi diéu chinh clGa quy chuan nay cé trach nhiém thuwc hién cac quy dinh vé chirng nhan,
coéng bb hop quy va chiu sw kiém tra cia co quan quan ly nha nwéc theo cac quy dinh hién
hanh.”

5. TO CHU’C THUC HIEN

5.1 Ban Co yéu Chinh phu gitp B& trwédng Bé Qudc phong ra soat, stra dbi, bd sung hodc ban
hanh thay thé quy chuan nay d& dam bao phu hop véi thuce tién va dap ng yéu cau quan ly.

5.2 Cuc Quan ly mat ma dan sy va Kiém dinh san phdm mat ma - Ban Co yéu Chinh phi ¢c6
trach nhiém hwéng dan, té chive trién khai quan ly ky thuat mat ma theo quy chuén nay.

5.3 Thanh tra, kiém tra san phdm mat ma dan sy dwoc co quan quan ly nha nuwéc cé thdm
quyén tién hanh dinh ky hang ndm hoac dét xuat.

5.4 Trong truéng hop cac van ban quy pham phap luat quy dinh tai quy chuan kj thuat nay co
sy thay dbi, b sung hodc dwoc thay thé thi thuc hién theo cac van ban méi. Trong truéng
hop céc tiéu chuan dwoc vién dan trong quy chudn nay co sw thay dbi, bd sung, thay thé thi
thwe hién theo huéng dan ctia B6 Quéc phong./.
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